

Great Houghton Parish Council

Data Protection Policy

Great Houghton Parish Council (GHPC) is committed to protecting the rights and freedoms of individuals when collecting, using and sharing their personal data.
This policy sets out GHPC’s approach to ensuring the fair, lawful and secure processing of the personal data it holds in accordance with Data Protection Legislation.  

This policy details:
· The applicable data protection regulatory requirements GHPC need to adhere to.
· The policy statements which manage how GHPC seek to protect personal data. This ensures that our employees understand the rules governing their use of the personal data to which they have access during their work. 
· The roles and responsibilities in relation to data protection at GHPC.
· 
GHPC’s Councillors are fully committed to ensuring continued and effective implementation of this policy and expects all GHPC Councillors, employees & volunteers to share this commitment. 
[bookmark: _Introduction]
All Councillors, employees & volunteers who come into contact with personal data are required to read this policy, to treat others’ personal data with due care and consideration and to ensure that GHPC can demonstrate compliance.

The policy is supported by and supplements all other GHPC policies. 

This policy is reviewed at least annually and is subject to amendment. Any new or modified policy will be communicated to colleagues before being implemented.

Regulatory Regulations

This policy is designed to meet the requirements of the following regulation & legislation:
· Data Protection Act 2018 (DPA2018), 
· UK General Data Protection Regulation (UK GDPR), 
· Privacy and Electronic Communications (EC Directive) Regulations 2003, 
· EU General Data Protection Regulation (EU GDPR) (Where data is processed by a controller or processor established in the European Union (EU) or comprises the data of people in the EU) 
In addition to compliance with the above data protection regulation & legislation, GHPC will process personal data in line with all applicable regulatory guidelines including ICO guidance. 

[bookmark: _Definitions]GHPC takes its data protection obligations seriously and has a low-risk appetite to a material breach of their obligations occurring. This ensures GHPC avoids:
· harm or detriment being caused to individuals whose data it holds.
· penalties from the Information Commissioner’s Office (ICO) due to non-conformances with data protection regulation & legislation; and 
· reputational damage any breach could cause GHPC. 

Policy Application & Responsibilities

This policy applies to all GHPC Councillors, employees. Any contractors, temporary workers and volunteers must also comply with this policy. 
This policy relates to personal data which GHPC processes either:
· Wholly or partly by automated means i.e. computer, apps or other digital system.
· By other means i.e. paper records, that form or are intended to be part of filing system. 
Everyone’s responsibilities are to fully understand and comply with the data protection obligations and the policy statements within this policy. This includes:
· Not using personal data in any unlawful way or way which hasn’t been agreed.
· Not storing data incorrectly, being careless with it or otherwise causing GHPC to breach data protection laws and our policies through your actions.
· Raising any concerns, notify any breaches or errors, and reporting anything suspicious or contradictory to this policy or our legal obligations without delay.
· Completing any formal data protection training which is provided and reviewing any further policies, procedures, guidance, education and awareness that is provided from time to time. 
If I doubt, queries should be directed to GHPC’s Data Protection Officer and Parish Clerk. 

Policy Statements

DATA PROCESSING PRINCIPLES
· Lawful, fair and transparent processing - a lawful basis must be established and agreed prior to processing personal data.
· Purpose Limitation – personal data must only be processed for specified, explicit and legitimate purposes and not further used in a way which is incompatible with those purposes. 
· [bookmark: c90804fd-6305-47ff-963c-0f0f10dddfa7]Accuracy, Relevance & Data Minimisation – personal data must be accurate, adequate, relevant and not excessive, given the purpose for which it was obtained. 
· Data Retention – personal data must only be retained for as long as necessary and in accordance with GHPC’s Records Retention Policy.  
· Data Security - personal data must be kept secure against loss or misuse. 
DATA SUBJECTS’ RIGHTS 
· Right to be informed – individuals must be provided with appropriate information (e.g. privacy notices) to clearly and transparently explain how their personal data will be collected and processed and for what purpose. 
· Right of Access – we must provide on request individuals with confirmation that their personal data is being processed together with access to their personal data and supplementary information.
· Right to Rectification – we must rectify or amend the personal data of the individual where it is identified as inaccurate or incomplete. 
· Right to Erasure – we must delete or remove an individual’s data if requested and there is no compelling reason for its continued processing.
· Right to Restrict – we must comply with any request to restrict, block, or otherwise suppress the processing of personal data.
· Right to Data Portability – when applicable, we must provide individuals with their data (in a commonly used, machine-readable format) so that they can reuse it for their own purposes or across different services.
· Right to Human Intervention – when applicable, we must comply with any request to review decisions manually which have been based solely on automated process. 
· Right to Withdraw Consent – on request, we must stop processing personal data where it is being processed based on consent. 
· Right to Object – we must comply with a valid request to object to data processing for legitimate interest, the performance of a public interest task or direct marketing, including profiling.
GOVERNANCE & ACCOUNTABILITY
· Record of Data Processing – where necessary, personal data processing must be documented in The Record of Data Processing.
· International Data Transfers – All personal data transfers abroad must comply with legal requirements, based on the jurisdictions it is being transferred to. 
· Third Parties – we must have written contracts in place with any third-parties who we share personal data with. These contracts must contain specific clauses which set out GHPC’s and their liabilities, obligations and responsibilities under data protection laws. 
· Data Breaches – personal data breaches must be reported and logged immediately on notification.  Where necessary data breaches must be reported to the Information Commissioner’s Office within 72 hours.. 
· Data Protection by design – data protection must be considered with any change to the personal data being processed or the systems, third parties or processes which are being used to process them. Data Protection Impact Assessments (DPIA) must be carried out when the change is deemed to be high risk.  
· Training – data protection training must be provided to and completed by individuals processing GHPC’s personal data which is suitable and adequate for their role and responsibilities.

Policy Compliance

[bookmark: 5b51dc59-338a-4c8b-94b8-eabe9f381636]The importance of this policy means that failure to comply with any requirement may lead to disciplinary action which may result in dismissal. 
Audits and checks may be carried out from time to time to support with evidencing compliance with this policy and whether improvements need to be made. 
Questions about the interpretation or operation of this policy should be taken up in the first instance with the Parish Clerk.
Any individual who considers that the Policy has not been followed in respect of personal data about themselves should also raise the matter with the Parish Clerk.
Further information about the DPA 2018 and the GDPR can be found on the Information Commissioner’s Office (ICO) website[footnoteRef:1] [1: 
] 
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